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1. PURPOSE/MUC PiCH

The ALTEN Group, aware of its obligation to ensure a high level of security for its business activities
and those of its client projections, is responsible for making sure that activities entrusted to third parties,
partners or sub-contractors are executed in accordance with the conditions of availability, integrity,
confidentiality and traceability imposed by the legal and contractual obligations of its business.

ALTEN

Tap doan ALTEN, véi nhan thire séu séc vé tréch nhiém trong viéc dam bdo mirc dé an ninh cao trong
hoat dong kinh doanh ciing nhw céc dw an thuc hién cho khach hang, cam két rdng moi hoat déng
duoc Uy thac cho bén thir ba, déi tac hodc nha thdu phu déu phéi tuén thi nghiém ngét céc tiéu chi vé
tinh khd dung, toan ven, bdo mét va kha néng truy xuéat pht hop véi céc yéu cau phép ly va cam két
hop déng da dé ra.

In this context, the ALTEN Group specifies the security requirements that the Service Provider must
meet with a performance obligation. These security requirements include sections related to
organisation security, the physical security of premises, information security, awareness raising, and
business continuity.

Trong béi cdnh nay, Tap doan ALTEN dét ra cac yéu cdu bdo mat cu thé ma Nha Cung Cép phéi dap
g theo nghia vu thuc hién. Cac yéu cadu bdo méat nay bao gém nhiing néi dung lién quan dén an tinh
t6 chirc, an ninh vét ly tai co s&, dam béo an toan théng tin, ndng cao nhén thirc vé an ninh va duy tri
hoat déng trong moi tinh hudng.

In response to these requirements, and in accordance with the contract, the Service Provider is likely
to produce the Security File describing the security measures implemented, as well as the application
methods depending on the field of activity concerning it.

Pé dap tng day du cac yéu cau nay va tuan thi cac quy dinh tai hop dong, Nha Cung Cép co thé can
tao dung Thw muc Bao mat — dwoc hiéu la tai liéu mo ta chi tiét cac bién phap bao mét duwoc trién khai,
cling nhw cac bién phap trng dung cu thé tuy vao linh vire hoat dong co lién quan.

2. SCOPE/PHAM VI

This document defines all the ALTEN Group’s security requirements and applies to all ALTEN Group
Service Providers.

Tai liéu nay quy dinh toan bg yéu cau bdo méat ciia Tap doan ALTEN va &p dung cho tat ca Nha Cung
Cap cua Téap doan.

3. ASSOCIATED DOCUMENTS/CAC TAI LIEU LIEN QUAN

Reference Description
Tham chiéu M6 ta

General Information Systems Security Policy

Chinh séch chung vé Bo mét hé thbng théng tin
Operational Policy for the Management of Third Parties
Chinh sach vé Van hanh vé quan ly Bén Thi Ba
ALTEN Group Information Processing Policy

Chinh sach xt ly théng tin cta Tdp doan ALTEN

SMSI documents (process, sub-process, procedures, guides and forms) are stored on the ALTEN
Group’s document base or in the ISO27001 standard.
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Cac tai liéu thuéc Hé théng Quén ly An toan Théng tin (SMSI) (bao gém: quy trinh, quy trinh con, tha
tuc, huwéng dan, biéu mau) dworc lwu trir trén co s& di¥ liéu cua Tép doan ALTEN hodc theo tiéu chuan

1SO27001.

4. DEFINITIONS/DINH NGHIA

Terms Definitions
T ng Dinh nghia

Information Security Officer Correspondent
Can bé Phu trach An toan Théng tin

Security Assurance Plan, also referred to in this document as a “security file”.

Ké hoach Dam bao An ninh, con dwoc goi trong tai liéu nay 1a “Thu muc bdo mat”.

Any person or business performing services for one of the ALTEN Group companies, as
identified in Article 10 of this document.
Bat ky cac ca nhan hodac té chirc nao thuc hién thure hién dich vu cho mét trong cac cbng ty
thuéc Tap doan ALTEN, duwoc quy dinh tai Diéu 10 cia tai liéu nay.

Information System

Hé théng Théng tin

Chief Information Security Officer

Giam déc phu trédch méang An toan Théng tin

Any company which, directly or indirectly, controls, is controlled by, or is under the
common control of ALTEN SA within the meanings of Articles L. 233-1 and following the
Code of Commerce.

Bat ky cong ty nao, truc tiép hodc gian tiép bi kiém soat hodc chiu sw kiém soat chung voi
ALTEN SA theo quy dinh tai Biéu L.233-1 va cac diéu khoan khac cta Luéat Thwong Mai.

5. CLASSIFICATION OF SERVICES/PHAN LOAI DICH VU

TYPE OF SERVICES DETAILS REF. APPLICABLE
LOAI DICH VU CHI TIET THAM | REQUIREMENTS
CHIEU YEU CAU AP
DUNG
72-75-7.7
Equipment Maintenance | Equipment maintenance services 01 8.1-8.3
Béo tri thiét bj Dich vu b3o tri thiét bj 9.1t09.14
71-72-73
Software Maintenance | Software maintenance services 02 4= 3732 -7
Bao tri phan mém Dich vu bao tri phan mém 9.1 é' 9.14
Purchase of equipment | Purchase services of IT equipment 03 9.11t09.14
Mua sam thiét bj Dich vu mua sé&m thiét bj Céng nghé théng tin
(CNTT)
r_’urchase of software Purchase services of software licences 04 9.1109.14
icences
Mua bén quyén phan Dich vu mua ban quyén phdn mém
mém
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Recovery of data back- | Data back-up recovery services and/or disposal 05 0ol = ;? =
up/Disposal services and/or equipment donations 911t09.14
Phuc héi di¥ liéu sao y/ | Dich vu khéi phuc di liéu sao luu va/hodc hay dir
Hay dir liéu liéu va/hodc trao tang thiét bj
Remote Remote maintenance and/or administration 7T1-72-73
maintenance/Remote services via a means of communication (local 06 75-76-77
administration network, Internet) 9.1t09.14
Bao tri tee xa/Quan tri tee | Dich vu bao tri va’hodc quan trj tir xa théng qua cac
xa phuong tién truyén théng (nhw mang ndi bg,
Internet)
. C . : 71-72-73
Network Services requiring interconnection with the ALTEN 07 75_76-77
Interconnection network ' : '
9.1t09.14
Két n6i mang Céc dich vu yéu céu két néi mang véi mang néi bé
cta ALTEN
71-72-75
Audit/Advice/Expertise | Audit, advisory and/or expert services 08 76-8.2
9.1t09.14
Kiém toan/Tw Dich vu kiém toén, tw van va/hodc dich vu hé tro ter
van/Chuyén gia chuyén gia
Software and/or 71-72-74
application Software and/or application development services 09 75-76-77
development . . i . 9.1109.14
Phit trién phéan Q_/ch vu phat trién phan mém va/hodc phat trién
2 e tng dung
mém va/hoac
phét trién teng
dung
Installation/Integration/ | Installation, integration and/or IT 10 7.18_17;28_27.5
Deployment solution deployment services 911t09.14
Lap dat/Tich hop/Trién | Djch vu cai dat, tich hop va hodc trién khai gidi
khai phap cdng nghé théng tin (CNTT)
71-72-73
Outsourcin Outsourcing services for the management of all of 11 7.5-76-7.7
9 part of the information system 7.8-8.2-8.3
Dich vu thué ngoai N , 9.1109.14
. i ) Dich vu gia cong phan mém quan ly hé théng
théng tin (mét phan hodac toan bgd)
. I I 71-72-73
Monitoring Selr"l\in?ﬁ:nr?omtormg the availability of servers or IT 12 82.83
Gidm sét quip 9.1109.14
Cac dich vu giam sat tinh kha dung cua may chu
hod&c thiét bi cbng nghé théng tin (CNTT)
71-72-73
Hosting Ser\{er and/or application and/or data hosting 13 ;g - 2623 - ;;
Luwu triv dib liéu services PP
: 9.1t09.14

Dich vu lwu triv ha tdng may chd, tng dung va div
ligu
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Remote network, server, application and service 71-72-73
Cloud (Saa$, laas, PaaS) hosting services via a telecommunications network 14 7.5-76-77
7.8-82-8.3

Dich vy lwu trir mang tir xa, may chd, teng dung va
dich vu qua mang vién théng 9.11t09.14

Services giving rise to operating, security, 15 72-75-77
monitoring, hosting or on-site maintenance 8.1
activities related to General Resources. 9.1t09.14

Site operation

Cac dich vu lién quan dén hoat doéng van h_énh,
bao mat, giam sat, lwu trir hodc bao tri tai cho lién
quan dén tai nguyén chung.

6. GENERAL ISSUES/VAN BE CHUNG

The ALTEN Group’s security referential is 1SO27001. The implementation and control measures
imposed on Service Providers are based on 1SO27002.

Tap doan ALTEN ap dung tiéu chudn 1ISO27001 lam b6 quy chudn vé bdo mét théng tin. Céc bién phap
trién khai va kiém soat ap dung doi voi Nha Cung Cap duwoc ap dung duwa trén tiéu chuan 1ISO27002.

Generally, the ALTEN Group requests that its Service Providers respect the 1ISO27001 international
standard. ISO27001 outlines the general principles for achieving information literacy across a specific
management system.

Nhin chung, Tap doan ALTEN yéu cau cac Nha Cung Cép phai tuan thi tiéu chuéan quéc té 1ISO27001-
bo tiéu chuan dat ra nhirng nguyén tac tong quat nham dat dwoc sw am hiéu vé thong tin trong mot hé
thong quan ly cu thé.

In particular, it must be applied in cases where services are performed remotely on ALTEN Group
information systems.

Tiéy chuén nay déac biét cén &p dung trong céc trurong hop dich vu dwoc thuc hién tir xa trén céc hé
thong théng tin cua Tap doan ALTEN.

The ALTEN Group has a framework of Information System (IS) Security Policies outlining the expected
level of security to be implemented during services.

Tép doan ALTEN da xay dung Chinh sach vé bao mét hé thong théng tin, trong dé néu ré cap do an
toan théng tin can duwgc thure hién trong sudt qua trinh cung cap dich vu.

The Service Provider undertakes to respect all of the security requirements outlined in this document
during the execution of these services.

Nha Cung Cép cam két tuén thi céc yéu cdu bdo méat duoc quy dinh trong vén ban nay trong sudt qua
trinh thure hién dich vu.

The Service Provider recognises that he is obliged to advise, alert and offer recommendations in terms
of security and the state of the art. His is committed, in particular, the informing the ALTEN Group of
any risks identified in the services that he is providing.

Nha Cung Cép thira nhdn ho cé trach nhiém tw van, cdnh bao va duwa ra céac khuyén nghj phu hop vé

mat an ninh va cac giai phap céng nghé tién tién nhat. Dac biét, ho cam két théng bao cho Tap doan
ALTEN vé moi rdi ro duwoc xac dinh doi véi dich vu ma ho cung cap.

5/23



VMO

AN ALTEN COMPANY

ALTEN

7. SECURITY REQUIREMENTS RELATED TO INFORMATION SYSTEMS (IS)/CAC YEU CAU

BAO MAT LIEN QUAN PEN HE THONG THONG TIN

7.1 RULES RELATED TO THE PROVIDER’S IS . . . )
CAC QUY TAC LIEN QUAN BEN HE THONG THONG TIN CUA NHA CUNG CAP

PIS1: Information backups of ALTEN Group data and/or information are made regularly, and stored on
a secure backup site or stored in a waterproof and fireproof safe in the case of physical backups.
PIS1: D& liéu va/hodc théng tin cta Tép doan ALTEN dwoc sao lwu dinh Ky va lweu triv tai mot diém sao
Ity an toan, hodc trong truong hop sao lwu vét ly thi sé duoc bdo quén trong két chéng chay va chéng
nwaoc.

PIS2: The Service Provider's information system benefits from an autonomous emergency power
supply, compliant with the commitment to meet the needs of conventions and the level of service
defined in the contract.

PS2: Hé théng théng tin cia Nha Cung Cép duorc trang bi nguén cung cép dién khan cép tw dong, dém
bdo dap (ing céc yéu céu theo cam két va murc d6 dich vu da duoc quy dinh tai hop dong.

PIS3: The information system must be protected against physical intrusions from outside and against
internal malicious acts.

PS3: Hé théng théng tin phéi duoc bao vé khdi sw xam nhép vat ly tir bén ngoai va céc hanh vi phéa hoai
trong ndi bo.

PIS4: The information system must be protected against viral attacks and computer intrusions/attacks.
PIS4: H¢ thong thong tin phai dwoc bao vé khdi cac cude tan cong bang virus va cac hinh thire tan
cbng/xdm nhap hé thong may tinh.

PIS5: The Service Provider must ensure that security equipment vulnerabilities are monitored and
apply corrective measures to the server, workstation, equipment and application operating systems.
PIS5: Nha Cung Cép phai theo dbi cac 16 héng cua thiét bi bdo mat va tién hanh trién khai céc bién
phép khéc phuc dbi véi hé diéu hanh cda may chu, may tram, thiét bj va hé diéu hanh tmg dung.

PIS6: The information and/or data of the ALTEN Group or its clients, hosted on the Service Provider’s
IS, must only be accessed for the purposes of completing Services (control of access to applications
and devices, etc.).

PIS6: Théng tin va/hodc di liéu cua Tap doan ALTEN hoédc cua khach hang cua Tap doan duoc luvu
triv trén hé théng théng tin cua Nha Cung Cép, chi duorc truy cdp nhdm muc dich hoan thanh cac Dich
Vu (kiém soét truy cép vao tng dung va thiét bi, v.v).

PIS7: The procedures for exchanging information must make it possible to ensure the confidentiality
and integrity of ALTEN Group information and data, and authenticate the entities/parties in
communication. Exchanges of information are therefore systematically encrypted in a way that respects
the current rules of good practice recommended by ANSSI.

PIS7: Céac quy trinh trao déi théng tin phai duoc ddm bédo tinh bdo mét va toan ven cda dir liéu thudc
Tap doan ALTEN, déng thoi xéc thurc ré rang céc bén tham gia trao déi. Do d6, moi théng tin trao déi
déu phai duoc ma hbéa mot céch cé hé théng bang cach tén trong cac quy téc hién hanh dugc khuyén
nghi b&i Co quan An ninh mang va Théng tin Quéc gia Phap (ANSSI).

PIS8: If encryption tools (“encrypting”) must be implemented, the methods used must be authorised by
French law. They must use strong cryptographic methods. For this reason, a 3DE or AES encryption
device, with a key length of 128/256 bits, must be used as a minimum.

PIS8: Néu cén trién khai cong cu ma héa (“méa héa”), thi viéc st dung phuong phép nay phéi duoc cho
phép theo quy dinh phap luat Phap va phai str dung céc thuéat toan ma héa manh. Véi ly do nay, toi
thiéu cén str dung thiét bi ma héa 3DE hodc AES, véi d6 dai khoa la 127/256 bits.
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PIS9: The decryption keys are only communicated to person who have signed a confidentiality
agreement. In this agreement, these persons agree not to disclose the keys.

PIS9: Cac khéa gidi méa chi dwoc cung cédp cho cac ca nhan da ky cam két bdo mat théng tin. Trong
thda thudn nay, céc ca nhan khéng duoc phép tiét 16 cac khéa gidi ma.

PIS10: ALTEN Group data and/or information must not be duplicated or transmitted to a third-party
without the prior written approval of the ALTEN Group.

PIS10: Di¥ lidu va/hodc théng tin cia Tap doan ALTEN khéng duoc phép sao chép hay chuyén giao
cho bét ky bén thir ba nao ma chua c6 sw déng y bang vén ban cia Tap doan.

PIS11: The ALTEN Group information, data and files stored on the Service Provider's IS must be
physically and irreversibly deleted from the data carriers after the Services have been completed,
including any back up devices.

PIS11: Tét ca moi théng tin, di¥ liéu cua Tap doan ALTEN d‘wp’c Iuru trip trén hé thong théng,tin ctia Nha
Cung Cap phai dugc xoa hoan toan, vinh vién va khéng thé khoi phuc duoc khdi cac thiét bi Iwu trir,
bao gbm cac thiét bj sao lwu sau khi Djich Vu duwgc hoan thanh.

PIS12: Any transfer of files relating to Services on a physical device (DAT, CD ROM...) by an external
courier or holder requires acknowledgement of receipt. The rules for the protection of information and
documents outlined in the ALTEN Group’s information processing policy must be respected.

PIS12: Moi viéc chuyén giao céc thu muc lién quan dén djch vu théng qua thiét bj vat ly (nhw DAT, CD
ROM...) duoc thuc hién béi ngudi hodc don vi van chuyén bén ngoai déu phai cé bién ban xéc nhén.
Céc quy tc vé bdo mét thdng tin va tai liéu duoc néu trong chinh séch xw ly théng tin clda Tap doan
ALTEN phai duoc tuén tha.

7.2 QUALIFICATION AND EXPERIENCE IN THE ISS FIELD ) .
TRINH DO VA KINH NGHIEM TRONG LINH VUC BAO MAT HE THONG THONG TIN (ISS)

ARTO01: The Service Provider must justify:
Diéu 01: Nha Cung Cap phai chirng minh:
e the qualifications and certifications of his employees completing the Services;
trinh dé chuyén mén va chieng chi cia nhan sw thue hién Dich Vu;
e the frequency and content of his employees’ training and awareness raising related to security
issues.
tan suét va néi dung cac chuong trinh dao tao, ndng cao nhén thirc vé an ninh cho nhén vién
cta minh.

ARTO02: The ALTEN Group can ask the Service Provider to carry out a criminal background check on
his employees.

Diéu 02: Tap doan ALTEN cé6 thé yéu cdu Nha Cung Cép thuc hién kiém tra ly lich tw phép déi véi
nhan vién cua minh.

7.3 REMOTE ACCESS MANAGEMENT
QUAN LY TRUY CAP TU' XA

REM1: Remote accesses to the ALTEN Group IS must pass through a Service Provider focal point,
dedicated to the Service Providers, and be strictly limited to the Service Provider's employees. These
accesses must also be limited to the strict time duration of the Services (unless documented and
approved by the ALTEN Group COSI).

REM1: Moi truy cép ttr xa vao hé théng théng tin (IS) cta Tap doan ALTEN phai di qua mot dédu méi
chuyén trach danh riéng cho cac Nha Cung Cép va chi giéi han cho nhéan sw ctia Nha Cung Cép. Céc
quyén truy cép nay ciing bi gi6i han trong khoang thoi gian thuc hién Dich Vu (trir khi c6 tai liéu nao
chiing minh va dwoc Ban van hanh an toan théng tin cua Tép doan phé duyét).
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REM2: The ALTEN Group IS must be accessed with the help of an individual nominative account.
Individualisation of an account consists of associating an account with a single physical person for a
time-limited duration. In the case of necessity (request from authorities, case of malice), the Service
Provider must be able to reveal the identity of the person using an account at a given time.

REM2: Viéc truy cap vao hé thé'ng théng tin cua Tap doan ALTEN phai dwoc thuc hién théng qua tai
khoén dinh danh cé nhan. Viéc cé nhan hoéa tai khodn bao gém viéc lién két tai khodn véi mét ca nhén
cu thé trong viéc khodng thoi gian duoc gidi han. Trong trurong hop céan thiét (theo yéu céu ttr céc co
quan chirc ndng, hodc trong céc truong hop cé hanh vi cb y gy hai), Nha Cung Cép phéi c6 khd ndng
tiét 16 danh tinh cta nguoi dang str dung tai khoan tai béat ky thoi diém nao.

REM3: The Service Provider undertakes to only use the logical access accounts and the potential
associated methods (multi-factor authentication) expressly entrusted to him by the ALTEN Group for
this purpose.

REM3: Nha Cung Cép cam két chi str dung céc tai khodn truy cdp hé théng va céc phuong thire lién
quan (nhu: xac thuc da yéu té) duoc Tap doan ALTEN giao phé ré rang cho muc dich nay.

REM4: This Service Provider must ensure the security and traceability of authentication elements
transmitted by the ALTEN Group.

REM4: Nha Cung Cép phai ddm béo tinh bdo mét va kha nadng truy xuét cac yéu tb xéc thuc duoc Tap
doan ALTEN cung cép.

REMS: The Service Provider’s workstations must not, in any case, allow a rebound between the ALTEN
Group network and third-party network. It is especially prohibited, for the full time that a Service Provide
workstation is connected to an ALTEN Group network, to connect the Service Provider device,
regardless of the type of device, to another network (via a dual network router, modem, gateway
between LAN and WiFi, etc...).

REMS5: Trong bét ctr truong hop nao, céc may tram ctia Nha Cung Cép tuyét déi khéng duoc phép tao
céu nbi giita mang néi bo cta Tap doan véi mang cua bén thir ba. Dédc biét, nghiém cam thuc hién,
trong toan bo thoi gian ma may tram cta Nha Cung Cép duoc két ni véi mang ctia ALTEN, dbi véi viéc
két nédi thiét bj cia Nha Cung Céap bét ké loai thiét bji nao véi mét mang khac (théng qua bd dinh tuyén
mang kép, bé diéu gidi, cong két néi mang giita LAN va WiFi, v.v).

REMG6: The Service Provider’s workstations must connect to the ALTEN Group network by the methods
approved by the ALTEN Group before the implementation of the Services, and through an encrypted
protocol (VPN, encrypted flow, VLAN, etc.).

REMG6: Céac méy tram ctia Nha Cung Cép chi duoc phép két néi véi mang ndi bd cta Tap doan ALTEN
béng cac phuong thirc da duoc Tap doan phé duyét trude tién hanh Dich Vu, va théng qua céac giao
thire méa hoa (nhw: VPN, luéng méa héa dir liéu, VLAN, v.v).

REMY7: All flows (source and recipient addresses, ports, flow direction) that must be open between the
ALTEN Group’s and the Service Provider's networks must be documented by the Service Provider
(methods, tools used to connect to the ALTEN Group network or to an application).

REM7: Tét ca cac lubng di liéu (nhu: dia chi ngudn, dich, céng va hudéng truyén di liéu) duoc két nbi
gitra mang cia Tap doan ALTEN va mang ctia Nha Cung Cép phéi duoc Nha Cung Cép ghi lai day di
(théng qua céc phuong phép, cong cu dé két nbi véi mang Iwéi cua Tap doan ALTEN hodc véi mot tmg
dung).

REMS: Service Provider workstations accessing an ALTEN Group network must be configured with a
minimum acceptable security level in relation to the ALTEN Group security requirements defined in this
document, concerning, in particular, the hardening of OSs, anti-virus, the firewall, the management of
security patches, keeping applications and modules (Java, .net, etc.) up to date.

REMS: Céc may tram cta Nha Cung Cép ma truy cap vao mang lwéi cia Tap doan ALTEN phai duoc
céu hinh véi mire do bdo mét téi thiéu duoc chép nhén theo céc yéu cau bdo méat cua Tap doan ALTEN
duoc xac dinh trong vdn ban nay, diéu nay dic biét lién quan dén viéc tdng cuong bao mat hé diéu
hanh (0S), phan mém diét vi-rut, twong Iira, quan ly cac ban va bdo mat va cap nhat céc ting dung mé-
dun (Java., net, v.v).
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REM9: All operations carried out remotely on the ALTEN Group IS by Service Provider personnel must
be tracked, attributed to the authors (and not to an IP) and time-stamped on the Service Provider’s
systems. )

REM09: Tat ca cac thao tac dwoc thure hign tir xa trén Hé thong Théng tin cta Tap doan ALTEN bdi
nhan sy cua Nha Cung Cap phai dwoc theo d6i, xac dinh r6 ngudi thuc hién (thay chi ghi lai dia chi IP)
va phai danh dau thoi gian trén hé théng cia Nha Cung Cap.

7.4 SOFTWARE DEVELOPMENT
PHAT TRIEN PHAN MEM

DEV1: The Service Provider is responsible for ensuring the security of the developments that he has
carried out as part of the Services, compliant with state of the art in each of the technologies
implemented.

DEV1: Nha Cung Cép cé trach nhiém ddm bado vén dé an ninh cho cac hang muc phét trién phdn mém
do minh thuc hién trong pham vi cung cap Dich vu, phu hop véi cac gidi phép céng nghé tién tién nhét
duorc trién khai.

This implementation of security in the developments is reflected in the application of the following rules:
Viéc trién khai cac bién phap bdo mét trong qué trinh phat trién duoc thé hién théng qua viéc 4p dung
céc quy tic sau:

e Implementing an applicative environment, taking into account the corrective application
recommendations made by the editors;

Thiét Iap moi trirong tmg dung, déng thoi c6 xem xét dén khuyén nghi khdc phuc tng dung tir
nha phét trién duwa ra;

e Carrying out the rigorous control of inputs through user rights and accounts;

Thuc hién kiém soét nghiém ngét dau vao théng qua céc quyén va tai khodn cla nguoi dung;

e Securing access on administrator functions;

Bao vé quyén truy cép véi cac chirc ndng cla quan tri vién;

e Applying the principle of least privilege;
Ap dung nguyén tac phan phéi téi thiéu;

e Prohibiting the use of passwords in the code;
Cam st dung méat khau trong ma nguén;

e |Implementing effective error management;
Trién khai co ché quén ly 16i hiéu qua;

e In terms of the implementation of web technologies, developments could be based on OWASP
recommendations (Open Web Application Security Project);

Vé mat trién khai cac cong nghé web, qua trinh phat trién c6 thé dua theo cac khuyén nghj cia
Dw an Bdo méat Ung dung Web mé& (OWASP);

e Carrying out an application test, including a review of the code, making it possible to ensure that
it is implemented in accordance with security requirements. The correction of potential
anomalies detected during the code review are the responsibility of the Service Provider;

Tién hanh kiém thdr img dung, bao gém ra soét ma ngudn dé dam bdo réng qua trinh trién khai
tuén tha cac yéu céu vé bdo mat. Viéc khdc phuc céc I6i tiém an trong qua trinh ra soat ma
nguén la trach nhiém ctia Nha Cung Cép;

e Verifying the developers’ abilities to make sure that the code produced does not contain
malicious or back-door code;

Kiém tra ndng lurc cla céc I4p trinh vién nhdm dam bdo méa ngudn duoc tao lap khdng cé chira
cac ma doc hai hay 16 héng cira héu;

e Training developers and raising their awareness of the security rules and good practice relating
to the code they are developing;

Pao tao va nédng cao nhéan thirc cho céc I4p trinh vién vé céc quy tic bdo mat va thuec tién tot
lién quan ma ngudén ma ho dang phét trién;

e Monitoring the languages used in the developments. The security mechanisms introduced must
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develop according to state of the art: the discovery of faults in an algorithm or a protocol,
software or hardware implementation, or even the development of cryptanalysis techniques and
attack by brute force must be taken into account.

Theo d6i cac ngén ngi¥ 1ap trinh duoc st dung trong qua trinh phét trién. Céc co ché bdo mét
duwoc ap dung phai lién tuc cap nhat theo cac ky thuat céng nghé tién tién: bao gém phat hién
16 héng trong céc thuét toan hodc giao thirc, hodc trién khai phén ciing hodc phdn mém, hodc
thém chi sw phét trién cla céc ky thuat phan tich mat ma va tan céng bang phuong phap vét
can déu phai dugc xem xét va tinh toan.

7.5 ACCESS TO THE ALTEN GROUP'SIS _
TRUY CAP HE THONG PHAT TRIEN PHAN MEM CUA TAP DOAN ALTEN

ACC1: The Service Provider undertakes to respect the general conditions for using the equipment
loaned to him for the execution of Services.

ACC1: Nha Cung Cép cam két tuén thu céc diéu kién chung khi str dung céc thiét bj duoc ALTEN cho
muon dé thue hién Djch V.

ACC2: The Service Provider undertakes to respect the rules of good practice defined by the ALTEN
Group and its COSI.

ACC2: Nha Cung Céap cam két tuan thu vé céc quy téc vé thdng Ié tét do Tap doan ALTEN va Ban van
hanh an toan théng tin cua Tap doan phé duyét quy dinh.

ACC3: In the event of an incident on an ALTEN Group workstation used by the Service Provider, the
latter undertakes to respect the current procedures in place and contact the ALTEN Group teams (GALI
Service Desk or IS Management).

ACC3: Trong truong hop xay ra sw c¢d véi may tram cla Tap doan ALTEN ma duoc st dung béi Nha
Cung Cép, Nha Cung Cé4p cam két tuan thd cac quy trinh hién hanh va lién hé véi bé phan lién quan
ctia T4p doan ALTEN (B6 phén Dich vu GALI hodc B6 phan Quén ly hé théng théng tin).

ACC4: All documents provided by the ALTEN Group or produced by the Service provider as part of the
Services must be classified according to the degree of confidentiality (CO to C3) and stored in the
ALTEN Group’s document infrastructures (shared servers or SharePoint) and not on the workstation or
any external data device (USB stick, CD, DVD, external hard-drive).

ACC4: Tat ca céc tai liéu do Tap doan ALTEN cung cép hodc duoc tao ra béi Nha Cung Cép trong
khuén khé Dich Vu phai duoc phéan loai theo mirc d6 bdo mét (tir CO dén C3) va luu trik trong ha téng
dir liéu cta Tap doan ALTEN (may chu chia sé hodc SharePoint) va nghiém cam lwu triv cac tai liéu
nay trén cac may tram hodc bét ky thiét bj lwu tri di¥ liéu nao (USB, CD, DVD, 6 cirng ngoai).

7.6 LOGICAL MEANS OF ACCESS TO THE ALTEN GROUP’S IS )
PHUONG THU'C TRUY CAP HE THONG THONG TIN CUA TAP DOAN ALTEN THEO CACH TIEP CAN
LOGIC

LMA1: Each member of the Service Provider personnel who accesses the ALTEN Group’s IS has an
individual account. This must be a nominative account and must only be use by this person as part of
the Service being carried out.

LMA1: Mbi nhan sw ctia Nha Cung Cép khi truy cap vao hé théng théng tin cia Tap doan ALTEN phai
st dung tai khoan ca nhén riéng biét. Tai khoan nay phai la tai khoan dinh danh va phai dwgc st dung
béi chinh nguoi dé trong khuén khé Dich Vu dang duoc thuc hién.

LMA2: Generic accounts may be used on the condition that the user can be identified.
LMA1: Tai khoan chung c6 thé duwoc str dung v&i diéu kién cé thé dinh danh dwoc nguoi dung.

LMAS3: If necessary, the Service Provider must be able to reveal the identity of the person who has
used an account at a given time to the ALTEN Group.

LMA3: Khi can thiét, Nha Cung Cép dich vu phai c6 khd ndng cung cép danh tinh cia nguoi da st
dung tai khoén tai mot thoi diém nhét dinh cho T4p doan ALTEN.
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LMA4: User passwords must be changed at least once every three (3) months and must meet the
ALTEN Group security requirements defined in this document.

LMA4: Mat khdu nguoi dung phéi duoc thay déi it nhat ba (3) thang mét 1&n va phai ddm bdo dap tmng
theo nhiing yéu cdu bdo mét cua Tap doan ALTEN duoc quy dinh trong vén ban nay.

LMAS: The passwords for accounts used by automated applications and processes must be changed
at least every three (3) months. Only the Service Provider should be able to access and modify them.
LMAS5: Mat khdu cho céc tai khodn duoc st dung béi tig dung va quy trinh tw déng ciing phai duoc
thay déi téi thiéu ba (3) thang mét 1an. Chi c6 Nha Cung Cap méi duroc phép truy cép va thay déi céc
mét khau nay.

LMAG6: Passwords must consist of at least eight (8) characters, combining at least three (3) out of the
following four (4) factors: upper-case letters, lower-case letters, numbers and special or accented
characters.

LMAG6: Mat khdu phai c6 do dai téi thiéu tém (8) ky tw, va két hop it nhét ba (3) trong bén (4) yéu t6
sau: chi¥ in hoa, chir thuong, chir sé va ky tw déc biét hodc ky tw c6 dau.

LMAY7: Password strength is monitored so that they cannot be guessed, meaning that they are not
derived from the user’s login, his surname, first name, a date, a common word, a first name of proper
noun from the French or English language, or the language of the country where the Service Provider’s
premises is based.

LMA7: D6 manh ctia mat khdu phai duoc kiém soéat nhdm tranh kha néng bi doan ra, nghia la méat khau
khong duwoc phép dwa trén thong tin nhw tén dang nhap, ho, tén, ngay thang, tur théng dung, tén riéng
hodc danh tcr riéng bang tiéng Phép, hodc tiéng Anh, hodc bat ctr ngdn ngi¥ nao noi quéc gia ctia Nha
Cung Cép dit tru sé.

LMAS: Access to secret information enabling users to be authenticated must only be given to the
administrators of this data, and their access must be tracked. The reasons for accessing this data must
be analysed regularly.

LMAS: Viéc truy cap vao cac théng tin mat dé xac thuc nguoi dung chi duoc cp cho céc quén tri vién
cta di¥ liéu nay, va moi truy cép ctia phai dwoc ghilai. Céc ly do truy cap di liéu nay can duoc phan
tich thuong xuyén.

LMA9: Authentication methods include protection against attempted or mistaken attacks on
authentication secrets.

LMA7: Céc phuong thirc xac thuc phéi cé co ché bdo vé chéng lai céc cudc tan cong cé chi dich hodc
do sai s6t nham vao théng tin xac thuc bi mét.

7.7 TRACEABILITY OF ACTIONS
KHA NANG TRUY VET HANH PONG

LOGH1: It is the Service Provider’s responsibility to ensure that access and event logs are active on all
of the equipment for which he is responsible. A trace backup policy must exist. Ideally, these traces
must be exported and centralised. The ALTEN Group may request an extract of these traces, in the
event of an incident or for resource monitoring purposes.

LOG1: Nha Cung Cép c6 tréch nhiém dadm bao rdng céc nhéat ky truy cép va sw kién duoc kich hoat
trén tat ca céc thiét bi ma ho chiju trach nhiém. Chinh séch sao lwu déu vét phéi duoc thiét 1ap. Ly tudng
nhét la cac déu vét nay phai duoc xuét ra va tap trung héa. Tap doan ALTEN cé thé yéu céu trich xuét
nhiing di¥ liéu nay trong trirong hop c6 sw ¢d hodc nhdm muc dich giém sét tai nguyén.

LOG2: The Service Provider must store the connection traces on his systems for six (6) months, unless
this is known to breach applicable legal requirements.

LOG2: Nha Cung Cép phai luu trir ddu vét két ndi trén hé thbéng ciia minh trong vong sau (6) théng, trir
khi viéc nay duwgce xac dinh la vi pham cac quy dinh phap luat hién hanh.
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LOG3: Traces must be attributable to a member of the Service Provider’'s personnel. They are time-
stamped according the Service provider’s time reference point.

LOG3: Cac dau vét phai duoc quy cho mét nhan vién cia Nha Cung Cép la ngudi chju trach nhiém.
Céac dau vét nay phai dwoc danh dau thoi gian theo moc thoi gian tham chiéu cua Nha Cung Cap.

LOG4: The minimum information to be collected and stored is:
LOG4: Thoéng tin toi thiéu can duworc thu thap va lwu trir bao gobm:
e Connection and disconnection to the equipment and applications of the services concerned;
Két nbi va ding xuét khdi thiét bj va &g dung lién quan dén dich vu;
e Consultation of information related to the private life of our clients and employees;
Tham kh&o théng tin lién quan dén doi séng cé nhan cta khach hang va nhén vién cda ching
t6i;
e Internet usage information (access to websites);
Théng tin str dung Internet (truy cép cac trang web);
e Read-only and write-access to files and folders classified “C2 - RESTRICTED” or “C3 -
STRATEGIC". )
Quyén chi doc va ghi vao céc tép va thw muc dwoc phén loai “C2 — HAN CHE” hoégc “C3 —
CHIEN LUQC”.

LOGS: Access to traces must be limited technically to guarantee integrity. .
LOGS5: Quyén truy cap cac ban ghi phai duwoc gic¢i han nghiém ngét vé maét ky thuét dé dam bao tinh
toan ven.

LOG6: The technology architecture established for Service Providers guarantees data integrity.
LOGG6: Kién truc céng nghé duwoc trién khai cho Nha Cung Cap nham dam bao tinh toan ven cta d¥
ligu.

7.8 HOSTING AND MANAGED SERVICES
DICH VU LUU TR VA QUAN LY

HOS1: The geographic location of the Service Provider’s premises hosting IT resources involved in the
ALTEN Group’s IS production activities must not be exposed to natural, social or industrial risks.
However, if the premises are located in an area presenting risks, the Service Provider must declare
how these risks are taken into account to ensure continuity of service.

HOS1: Vij tri dia ly cta co sé noi Nha Cung Cép str dung dé Iuu triv céc tai nguyén céng nghé théng tin
(IT) phuc vu cho hoat déng sén xuét hé théng théng tin ctia Tap doan ALTEN, pha/ khéng bi anh hu’o’ng
bdi cac nguy co rdi ro tw nhién, x& hdi hogc cong nghiép. Tuy nhién, néu co s& dat tai khu vurc co tiém
an rii ro, Nha Cung Cép bét budc phadi cong bb cac bién phap da ép dung dé xd ly nhing rii ro dé
nham dam bao tinh lién tuc cda dich vu.

HOS2: All installations contributing to the physical security of premises hosting IT resources involved
in the ALTEN Group’s IS production activities must comply with the laws and regulations in force in the
host country.

HOS2: Tét ca céc co sé& vat chat gép phéan vao viéc ddm bdo an ninh vét ly tai co s& luu trip tai nguyén
céng nghé thong tin (IT) cua Tap doan ALTEN phéi tuén tha cac quy dinh phép luat tai quéc gia sé tai.

HOS3: All of the equipment contributing to the security and continuity of operations must be subject to
a preventive maintenance contract and must undergo regular control visits as provided for in French
regulations.

HOS3: T4t ca céc thiét bi gop phén vao viéc dém bdo an ninh va tinh lién tuc cta hoat déng phéi duoc
duwa ra vao hop dong bao tri, dong thoi phédi duoc kiém tra dinh ky theo dung quy dinh phéap luét tai
Phap.

HOSA4: Fire protective installations must comply with the laws and regulations in force in the host
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country. A fire policy must be formalised, meeting the needs identified in a risk analysis.

HOS4: Cac hé théng phong chay chira chay can phéi tudn thu cac quy dinh phép luat hién hanh tai
quéc gia sé tai. Chinh sach phong chay chiva chay can duoc xay dung bai ban, dép (ng day di céc
yéu céu da duoc xac dinh qua phan tich ri ro.

HOSS5: The premises must be protected against the direct and indirect effects of lightning.
HOSS5: Céac co sé vét chat phai duwoc trang bi bao bao vé khdi cac tac dong trurc ti€p va gian tiép cta sét.

HOSG6: Access to fire extinguishers must be clear and unobstructed. Appropriate signposting should
make them easy to locate.

HOS6: Léi tiép can binh chira chdy phai dam bao thong thoang va khéng bi can tré. Bién chi dan phu
hop céan duoc dat dé gitp moi nguoi dé dang dinh vi vi tri cta céac binh chira chéy.

HOS7: The routing of pipes should be outside of sensitive areas.
HOS?7: Viéc bé tri cac duong dan ong nén duwgrc thurc hién bén ngoai cac khu vure nhay cam.

HOS8: Strategic areas must be equipped with a detection system.
HOS8: Cac khu vure chién lwgc phai dugrc trang bi hé thong phat hién chuyén biét.

HOS9: Electrical installations must be subject to annual control and reinforced with infra-red
thermography. . i

HOS9: Hé thong dién phai duoc kiém tra dinh ky hang nam va duoc tang cuong bang céng nghé nhiét
héng ngoai.

HOS10: Architecture implemented for the ALTEN Group platform and hosted at the Service Provider’s
premises will make it possible to guarantee service availability in accordance with contractual
provisions.

HOS10: Kién tric nén téng cta Tap doan ALTEN, duoc trién khai va dét tai co sé clia Nha Cung Cép,
sé dam bédo kha ndng s&n sang cia dich vu theo ding cac diéu khodn da cam két trong hop déng.

8. SECURITY REQUIREMENTS RELATED TO THE PREMISES

YEU CAU BAO MAT LIEN QUAN PEN €O’ SO

8.1 SERVICES ON AN ALTEN GROUP SITE
DICH VU TAI CO’' SO’ TAP DOAN ALTEN

LOC1: In the case of performing services on the ALTEN Group’s premises, the Service Provider
undertakes to follow the premises access rules.

LOC1: Trong truong hop thuc hién dich vu tai co s6 caa Tap doan ALTEN, Nha Cung Cép cam két
tuan tha cac quy dinh vé ra vao co sG.

8.2 SERVICES ON A SERVICE PROVIDER’S PREMISES
DICH VU TAI CO' SO’ CUA NHA CUNG CAP

LOC2: In the event where Services are not executed at the ALTEN Group’s premises, the Service
Provider undertakes to specify the geographical location where the Services will be carried out.

LOC2: Trong trurong hop cac djch vu khéng duworc thurc hién tai co sé cua Tap doan ALTEN, Nha Cung
Cép cam két cung cép théng tin vé vi tri dia ly cu thé noi Dich vu sé duorc trién khai.

LOC3: The Service Provider shall provide an exact list of the places in which the Services are executed
and ALTEN Group’s data is stored, by specifying the main sites, emergency sites, backup sites, etc.

LOC3: Nha Cung Cép phai cung cép danh séch chinh xéc céc co sé noi Dich vu duoc thuc hién va noi
lwu tri div liéu cda Tap doan ALTEN, bao gém cé céc co sé chinh, co sé khén cép, co sé& sao luu, v.v.

13/23



MO

AN ALTEN COMPANY
ALTEN

LOC4: The Service Provider shall take all of the appropriate measures to guarantee the security,
integrity, confidentiality, availability and traceability of data and ALTEN Group information located at the
Service Provider’'s premises.

LOC4: Nha Cung Céap phai thurc hién tat ca cac bién phap pht hop dé ddm bao an ninh, tinh toan ven,
bdo mét, tinh kha dung va kha néng truy xuét cda di liéu va théng tin ctia Tap doan ALTEN duoc luu
trir tai co s& ctia minh.

LOCS5: The Service Provider will immediately alert the ALTEN Group security teams (COSI-ISSC) in
the event of theft, disclosure or compromise of means of access, data and/or information, or for any
physical and software security anomaly concerning the means of access and/or security incidents.
LOC5: Nha Cung cép phéi ngay lap tirc théng bao cho nhém phu tréch an ninh cta Tap doan ALTEN
(COSI - ISSC) trong truong hop xay ra mét cép, ro ri hodc xa4m pham céc phuong tién truy cép, di liéu
va/hodc théng tin, hodc bét ky sw cb nao lién quan dén an ninh vét ly hodc phdn mém lién quan dén
cac phuonag tién truy cédp va/hoac sy ¢d an ninh.

LOCG6: The Service Provider must ensure that security measures meet the security requirements of
the ALTEN Group, and in particular:
LOCG6: Nha cung cép phai dam bao rang céc bién phép bdo méat déu phéi dap (ing céac yéu céu vé
bdo mét cta Tap doan ALTEN, va cu thé nhw sau:
e Prevent any unauthorised physical access, and any damage or intrusion to the Service
Provider’s premises and that of its sub-contractors containing ALTEN Group information;
Ngén chén bét ky sw truy cap vét ly tréi phép nao, ciing nhuw bét ky tén hai hodc xam nhép nao
vao co sé ctiia Nha Cung Cép va cac nha thau phu cda ho cé chira thong tin cta Tap doan
ALTEN;
e Prevent the loss, damage and theft of information transmitted by the ALTEN Group;
Ngén chén vé viéc mét mat, hw hai va trom cdp théng tin duoc Tap doan ALTEN truyén tai:
e Trace all access and attempted illegal intrusions to the Service Provider’'s premises.
Truy vét tét ca céc luot truy cép va né luc xdm hai bat hop phap vao co sé ctia Nha Cung Cép.

LOC7: The Service Provider must ensure that physical access is limited to the strict operational needs
of personnel present in the Service Provider’'s premises.

LOC7: Nha Cung Cép phéi ddm bédo rdng quyén truy cép vét ly duoc gi6i han theo nhu cau hoat dong
clia nhan sw lam viéc tai co sé ctia Nha Cung Cép.

LOCS8: The Service Provider must ensure that the means of supervision and protection against intrusion
make it possible to physically identify the persons who have had access to the Service Provider's
premises. ) i )

LOC8: Nha Cung Cap phai dam bao rang cac phuong tién giam sat va bao vé chong xdm nhap cho
phép nhan dién chinh xac nhing nguoi da truy cap vao co s¢ cua Nha Cung Cap.

LOC9: The technical infrastructure of the buildings (distribution of energy and fluids, heating/air
conditioning of the premises) must be redundant.

LOCY: Hé thdng ha tang ky thuét cla céac toa nha (phén phdi ndng long va chét I6ng, hé théng
sudi/diéu hoa khéng khi tai co s&) phai cé khd ndng duw phong.

LOC10: The security equipment (fire, intrusion, video surveillance...) at the Service Provider’s premises
must have a backup power supply.

LOC10: Thiét bj an ninh (bao gébm: bdo chay, chéng dét nhap, camera giam sét...) tai co' sé& ctia Nha
Cung Cép phéi c6 ngubn dién dw phong.

LOC11: The Service Provider must have an up-to-date security register, containing the compliance
certificates, records of regulatory visits and the report of the corrective measures carried out, which
must identify the persons who have carried out these actions and the date.

LOC11: Nha Cung Cép phai c6 sé ghi chép an ninh duoc cap nhét day dd, bao gbm céc gidy chimg
nhén tuén thad, bién ban kiém tra theo quy dinh va béo céo vé cac bién phap khac phuc da duoc thuc
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hién. Sé tay nay phai ghi ré nguoi da thuc hién cac hanh dong dé va ngay thuc hién.

LOC12: The Service Provider’s personnel must be identifiable and wear something that facilitates their
identification (Badge, coloured ribbon, etc.).

LOC12: Nhan sw cua Nha Cung Cép phéi c6 thé nhén dang duorc va deo vat dung hé tro nhan dién
(thé tén, day deo mau, v.v).

8.3 REMOTE SURVEILLANCE OF THE SERVICE PROVIDER’S PREMISES
GIAM SAT TU XA TAI CAC CO SO’ CUA NHA CUNG CAP

TELA1: If surveillance of the Service Provider’s premises is entrusted to a remote surveillance company,
its on-site intervention periods must not exceed 30 minutes. The alarms transmitted must vary
depending on the events, as a minimum:

TEL 1: Truong hop viéc giém sét tai céc co sé cia Nha Cung Cép duoc giao cho mét céng ty giam sat
ttr xa, thoi gian can thiép tai ché cua céng ty d6 khéng duoc vuot qué 30 phit. Hé théng canh bao phéi
duoc thiét 1ap dé phan loai ré rang timng tinh hubng cu thé, va tdi thiéu bao gém céc loai cdnh bao nhu

duwdi day:
e Fire;
Cénh béao chay né;
e Intrusion;

Canh bao xam nhap trai phép;
e Water damage if liquid is detected;
Canh béo ro ri nuéc khi cé phat hién chét 16ng;
e Other alarms essential for the centralised technical management of the building.
Céc cénh béo khéc thiét yéu phuc vu cong tac quan ly ky thuét tap trung cua toa nha.

9. OTHER SECURITY REQUIREMENTS

CAC YEU CAU KY THUAT KHAC

9.1 OVERALL MEASURES )
CAC BIEN PHAP TONG THE

ORGH1: The Service Provider must be able to provide a formalised security policy, the scope of which
covers the risks of service continuity and malicious intent to which it is exposed in connection with the
Services.

ORG1: Nha Cung Cép phéi c6 khd ning cung cép chinh séch an ninh dugc xay dung thanh vén béan,
vo”[ pflam vi bao pht céac rdi ro Iién, quan dén lién tuc cua dich vu va cac hanh vi gay hai ma don vj co
thé doi mat trong qua trinh cung cap Dich vu.

ORG2: The Service Provider’s organisation must have at least one Security Officer for all of the areas
contributing to the proper execution of the Services. The latter will be the contact point for the ALTEN
Group’s security teams (CISO-ISSC) in the event of an incident.

ORG2: Té chirc ciia Nha Cung Cép phéi c6 it nhat mét Chuyén vién phu tréch An ninh, chju trach
nhiém cho tat ca cac linh vuec lién quan dén dam bao Dich vu duoc thuc hién mét cach cé hiéu qua.
Nhén sw nay cing sé la dau mbi lién hé chinh véi bod phan An ninh cla Tép doan ALTEN (CISO —
ISSC) trong truong hop xay ra sw cé.

ORG3: The Service Provider must provide the contact information for its Security Officer and inform the
ALTEN Group of any changes.

ORG3: Nha Cung Cép phai cung cap day di céc théng tin lién hé cda Chuyén vién phu tréch An ninh
va théng bao cho Téap doan ALTEN néu cé bét ky thay déi nao.

ORG4: All Service Provider employees involved in the execution of Services must respect all of the
procedures and security regulations applicable as part of the Services.
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ORG4: Tat cd nhan sw cla Nha Cung Cép tham gia vao qué trinh thuc hién Djch vu phai tuan tha day
du cac quy trinh va quy dinh vé an ninh hién hanh ap dung trong pham vi cung cap Dich vu.

ORGS5: The Service Provider's Security Officer is responsible for checking the security and continuity
measures in place and providing a report to the ALTEN Group’s security teams (CISO or ISSC).
ORGS5: Chuyén vién phu tréch An ninh ciia Nha Cung Cép cé trach nhiém kiém tra céc bién phép bao
maét va dam béo tinh lién tuc cla céc bién phéap duoc trién khai, déng thoi Iap bao céo cho bd phéan an
ninh cda Tap doan ALTEN (CISO — ISSC).

9.2 PURCHASES
MUA SAM

ACH1: The Service Provider undertakes to respect the ALTEN Group’s purchasing procedures,
particularly in terms of consultations, referencing, evaluation and respecting the procurement cycle.
ACH1: Nha Cung C4p cam két tuan thd quy trinh mua sdm cua Tap doan ALTEN, d&c biét la céc yéu
céu lién quan dén viéc tham van, tham chiéu, danh gia va tuén tha quy trinh mua sam.

9.3 SECURITY FILE OR SECURITY ASSURANCE PLAN
THU’ MUC BAO MAT VA KE HOACH BAM BAO AN NINH

SAP1: The Service Provider must formalise a “Security File”, also referred to as a “Security Assurance
Plan” (SAP). It outlines all of the specific provisions that the Service Provider undertakes to implement
in the execution of Services to guarantee that the ALTEN Group’s security requirements are met.
SAP1: Nha Cung Cép phéi can xay dung mét “Thu muc bdo méat”, con duoc goi la “Ké hoach Bam bao
An ninh” (SAP). Tai liéu nay néu ré cac bién phap cu thé ma Nha Cung C4p cam két trién khai trong
qua trinh thuc hién Dich vu, nhdm ddm bao dép (g day du cac yéu cau vé an ninh cua T4p doan
ALTEN.

9.4 SERVICE LEVEL AGREEMENT
THOA THUAN MUC PO DICH VU

SLA1: A service level agreement must be formalised between the Service Provider and the ALTEN
Group. This is an agreement between the Service Provider and the ALTEN Group, outlining in particular
the levels of service expected (Service Level Agreement).

SLA1: Thda thudn murc do dich vu phai duoc thiét 14p gitta Nha Cung Cép va Tap doan ALTEN. Day
la yén bélj xac nhan mirc do dich vu mong doi ma hai bén — Nha Cung Cép va Tap doan ALTEN cung
thong nhat.

9.5 AWARENESS RAISING AND TRAINING
NANG CAO NHAN THUC VA PAO TAO

ARTO1: In the situation where the Service Provider performed services on the ALTEN Group’s IS, it
must ensure that its employees are properly acquainted with the IS security and good practices in place
within the ALTEN Group.

ARTO1: Trong truong hop Nha Cung Cép thuc hién dich vu trén hé théng théng tin cua Tép doan
ALTEN, don vi nay phéi ddm bao rang nhan vién ctia minh da dwoc trang bi ddy du kién thirc vé an
ninh hé théng va thuc tién tét dang duoc ap dung trong Tap doan ALTEN.

ARTO02: The Service Provider undertakes to outline the measures that will make it possible to guarantee
that its employees respect the security requirements outlined in this document and the rules of good
practice communicated by the ALTEN Group.

ART02: Nha Cung Cép cam két trinh bay ré nhiing bién phép nhdm bdo ddm nhén vién cta minh tuén
thi ddy dd céc yéu céu vé bdo mat duoc néu trong van ban nay ciing nhw céc quy téc thuc tién tét do
Tép doan ALTEN ban hanh.

ARTO03: The Service Provider performing the Services on the ALTEN Group’s IS undertakes to follow,
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at its own expense and from the start of the Services, the ALTEN Group’s IS security awareness raising
module via the “ALTEN Training Centre” platform.

ART03: Nha Cung Cép khi thu’c,hién dich vu quh vu trén hé théng an niph ctia Tap doan ALTEN cam
két, ngay tir khi bat dau cung cap Djch vy va bang chi phi cia minh, can hoan thanh khoa hoc nang
cao nhén thirc vé an toan hé thong théng tin théng qua nén tang “Trung tdm Pao tao ALTEN”.

9.6 SUB-CONTRACTING
THAU PHU

SC1: In contracts concluded with sub-contractors, the Service Provider incorporates all of the ALTEN
Group’s security requirements that must be respected by the sub-contractor.

SC1: Trong céc hop déng duoc ky két véi céc nha thdu phu, Nha Cung Cép phéi quy dinh day du céc
yéu cdu vé bdo mét cia Tap doan ALTEN ma nha thadu phu buéc phai tuén tha.

SC2: In the case of sub-contracting authorised by the ALTEN Group, the Service Provider undertakes
to ensure that the sub-contractors respect the security requirements defined in this document and
implements a sub-contractor evaluation process to check that the ALTEN Group’s security requirements
are being respected.

SC2: Trong truong hop viéc st dung thdu phu duoc Tap doan ALTEN chép thuan, Nha Cung Cép cam
két dam bao rang cac nha thau phu tuén thd nghiém ngét céc yéu céu an ninh dwoc quy dinh trong tai
liéu nay, déng thoi trién khai quy trinh danh gia nha thau phu nham kiém tra viéc tuan thi cac yéu céu
bao mat cta Tap doan ALTEN.

9.7 TREATMENT OF PERSONAL DATA
XU LY DI LIEU CA NHAN

CNIL1: The Service Provider undertakes that personal data will be processed in a country authorised
by the European Commission and the competent national authorities responsible for information
management and the treatment of personal data.

CNIL1: Nha Cung Cap cam ket rang di liéu cé nhan chi duoc xt ly tai cac quéc gia duoc Uy ban Chéu
Au va quéc gia cé thadm quyén vé quén ly théng tin va xt ly div liéu ca nhan cho phép.

CNIL2: In the event where Services are sub-contracted with the prior approval of the ALTEN Group,
the Service Provider must ensure that the treatment of personal data by its sub-contractors also meets
the regulations described in the previous point. (CNIL1).

CNIL2: Trong truong hop Dich vu duoc chuyén giao cho nha thau phu véi sw chdp thuén trude cua
Tap doan ALTEN, Nha Cung Cép phai ddm béo réng viéc xtr ly di¥ liéu cé nhan béi céc nha thau phu
phai tuén tha céc quy dinh duoc néu tai diém CNIL1 & trén.

CNIL3: The Service Provider undertakes that personal data shall be processed and protected in
compliance with recommendations of CNIL and Law no. 78-17 of 6 January 1978 on information
technology, data files and civil liberties amended by Law no. 2004-801 of 6 August 2004 relating to the
protection of data subjects as regards the processing of personal data.

CNIL3: Nha Cung Cép cam két rang di¥ liéu cé nhan sé duoc xtr ly va bao vé phu hop véi khuyét nghi
Uy ban Quéc gia vé Tin hoc va Tw do cta Phéap va theo quy dinh cta Luét sé 78-17 ngay 06 thédng 01
nam 1978 tin hoc, tap tin di liéu ca quyén tw do dan sw, da duoc stra dbi béi Luat s6 2004-801 ngay
06 thang 06 ndm 2004 lién quan dén bdo vé chi thé dir liéu va xw ly di liéu cé nhan.

9.8 DATA PROTECTION
BAO VE DU LIEU

DAT1: Any information and/or data classified C1 (Internal), C2 (Restricted) or C3 (Strategic) and
transferred as part of a Service must be subject to signed confidentiality agreement between the ALTEN
Group and the Service Provider. The Service Provider must:

DAT 1: Bét cir thdng tin va/hodc di liéu nao duoc phén loai C1 (N6i bo), C2 (Han ché) hodc C3 (Chién
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lwoc) va du’o'q chuyén giao trong khuén khé Dich vu, Qéu phai chiu sgf,réng budc théa thuan bao mét
da duoc Ky két gitra Tap doan ALTEN va Nha Cung Cap. Nha Cung Cap phai:
e Make sure its employees respect this agreement;
Dam bao rang nhan sw clia minh tuén tha dady da cac diéu khoan trong thda thuan bdo méat nay;
e Take care not to disclose information in accordance with the terms of the agreement;
Khéng tiét 16 béat cir thong tin nao, phu hop véi céc diéu khodn cua théa thuan;
e Restore the data at the end of the Services and/or destroy the data on all device containing it.
Hoan tra toan bo di¥ liéu sau khi két thic Dich vu va/hodc tién hanh hdy toan bd dir liéu ra khdi
moi thiét bj c6 chira di liéu do.

DAT2: All Service Provider’'s participating in the execution of Services must signed a personal
confidentiality agreement.

DAT2: T4t ca nhan vién cia Nha Cung Cép tham gia vao qua trinh thuc hién Dich vu déu phéi ky théa
thuan bao mat théng tin.

DAT3: The Service Provider is responsible for the confidentiality and integrity of information in its
possession and undertakes to implement any means necessary to guarantee the security of ALTEN
Group information.

DAT3: Nha Cung Cép chiu tréch nhiém vé tinh bao mét va toan ven cua théng tin do minh quan ly, va
cam két thurc hién moi bién phap cén thiét dé dadm béo tinh bdo méat dbi véi toan bo théng tin cia Tap
doan ALTEN.

All Parties receiving restricted (C2) and strategic (C3) information undertake to:
T4t c& cac Bén nhan théng tin duoc phan loai & mirc Han ché (C2) va Chién lwoc (C3) cam két:

e Keep it confidential and not publish it or disclose it to third-parties;

Gitr bi mat va khéng céng bb hay tiét 1ap théng tin véi bat ky bén thir ba nao;

e Not use Confidential Information for any purpose other than that specified in the agreement;
Khéng tiét 16 béat ky théng tin cho bat ky muc dich nao khéc ngoai muc dich da duoc quy dinh
trong théa thuén;

e Take all necessary measures to protect the confidentiality and integrity of the information;
Thurc hién moi bién phép céan thiét dé bao vé tinh bdo mét va tinh toan ven cta théng tin;

e Restrict the communication of and access to this information to the Directors, employees,
representatives, consultants and sub-contractors who need to know the information and, in this
case, ensure ‘that these persons respect the confidential nature of the information; )
Han ché truyén dat va truy cap loai thong tin nay cho cac Giam doc, nhan vién, dai dién, tw van
vién va nha thau phy - nhiing ngudi co lién quan can phai biét cac thong tin do, va trong truong
hop do phai dam bao rang cac ca nhan nay phai tuan tha nghiém ngéat bao mat théng tin;

e Not create any copies for third-parties.

Khéng tao ban sao cho bét ky bén thir ba nao.

9.9 INCIDENTS AND ALERTS
SU' CO VA CANH BAO

INC1: The Service Provider undertakes to set up an alert procedure with the ALTEN Group’s operational
(Contract Manager) and security teams (CISO - ISSC), facilitating fast and effective collaboration in the
event of a security incident, suspected intrusion or data compromise.

INC1: Nha Cung Cép cam két thiét Iap mét quy trinh cdnh béo phdi hop véi cac bd phén van hanh
(Quén ly Hop déng) va bd phén an ninh (CISO — ISSC) ctia Tap doan ALTEN, nham dam bao kha néng
phéi hop nhanh chéng va hiéu qua trong truong hop xdy ra sw ¢b an ninh, nghi ngo, nghi ngo xam
nhap trai phép hodac ro ri di¥ liéu.

9.10 DELETION OF DATA AND/OR INFORMATION
XOA DU LIEU VA/HOAC THONG TIN

18/23



MO

AN ALTEN COMPANY
ALTEN

DEL1: In the case where the Service Provider recovers grants, scraps, media (CD, DVD, disks, backup
tapes, USB sticks, cards, etc.) containing ALTEN Group data/information during maintenance, the

Service Provider undertakes to securely erase this data media and delete the data and/or information,
according to the state of the art and the recommendations of the French National Information System
Security Agency (ANSSI).

DEL1: Trong truong hop Nha Cung Cép thu hbi céc thiét bi, linh kién, phuong tién luu trik (CD, DVD,
dia ctrng, bdng sao lwu, USB, thé, v.v) c6 chira di liéu/thdng tin ctia Tap doan ALTEN trong sudt qua
trinh béo tri, Nha Cung Cép cam két x6a bd an toan céc phuong tién lwu trik nay va loai bé di lidu/thong
tin d6, phu hop véi céc gidi phap cong nghé tién tién va theo khuyén nghi cia Co quan An ninh Hé
théng Théng tin Quéc gia Phap (ANSSI).

DELZ2: If the ALTEN Group trusts the Service Provider with data and/or information that may be stored
on the Service Provider’s devices (PC, servers, data storage media), and in the event that the Service
Provider stops using these devices (change of allocation, repair, replacement, destruction), the Service
Provider assures the ALTEN Group that the data and/or information stored will be classified and
handled as necessary (archiving, recovery, destruction, etc.).

DEL2: Trong truong hop Tap doan ALTEN chuyén giao di liéu va’hodc thdng tin cho Nha Cung Cap
va nhiing di liéu nay cé thé duoc luu trik trén céc thiét bi cia Nha Cung Cép (may tinh, may chd, thiét
bi luru trip div liéu), thi trong truong hop Nha Cung Cép ngiing sty dung cac thiét bi néu trén (do thay déi
muc dich st dung, stra chira, thay thé hodc tiéu hdy), Nha Cung Cép cam két véi Tap doan ALTEN
réng moi di¥ liéu va/hodc théng tin lwu trir sé dwoc phan loai va xir ly pht hop (chdng han nhw: luu trik,
khéi phuc, tiéu hay, v.v).

DELS3: In accordance with the ALTEN Group’s policy for handling information, the Service provider must
implement the procedures and tools for the deletion of data and/or information as part of the Services.
For paper-based information, shredders will be use (standard DIN32757) to delete the ALTEN Group’s
data and/or information, or any other method that complies with current legislation.

DEL3: Nhdm dam bdo phu hop véi chinh séch vé xtr ly théng tin cta Tap doan ALTEN, Nha Cung Cép
phai dam béo trién khai cac quy trinh va coéng cu cén thiét dé xéa dir liéu va’hodc théng tin trong pham
vi cung cép Dich vu. Béi véi théng tin duoc lwu triv trén gidy, thi can sir dung méy hady tai liéu tiéu chuén
(theo tiéu chudn DIN32757) dé xéa di¥ lidu va/hodc théng tin ciia Tap doan ALTEN hodc bét ky phuong
phap khac tuan thad theo quy dinh phap luat hién hanh.

9.11 CONFIDENTIALITY
BAO MAT

ORG6: All of the documents and information exchanged between the Service Provider and the ALTEN
Group are classed according to the degree of confidentiality in compliance with the framework defined
below:

ORG6: T4t c3 tai liéu va théng tin trao dbi gitta Nha Cung Cép va Tap doan ALTEN déu phéi duoc
phén loai theo mirc d6 bao mét va dwa trén khung phén loai dwoc dinh nghia nhw dwdi day:

e CO - “PUBLIC” Information: Basic security requirements, for public data, documents or
information having a low impact in the event of a security incident. Data or information intended
to be published;

CO — Thoéng tin “CONG KHAI”: Ap dung céc yéu cau bdo mét co ban, danh cho di lidu, tai liéu
hodc théng tin céng khai c6 mirc d6 dnh hudéng thép trong truong hop xay ra sw cé an ninh.
Pay la nhitng di liu hodc théng tin duoc phép céng bé réng réi:

e C1-“INTERNAL” Information: Basic security requirements, for data, documents or information
for internal use having a moderate impact in the event of a security incident;

C1— Théng tin “Ngi by”: Ap dung cac yéu céu bdo mét co ban, danh cho di liéu hodc théng tin
str dung ndi bd, cé mirc d6 dnh hudng trung binh trong truong hop xay ra sw ¢é an ninh;

e (C2 - “RESTRICTED” Information: Higher level of security requirements requiring the
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implementation of controls and protective measures for data, documents or information having
a high impact on business activities in the event of a security incident;

C2 — Théng tin “HAN CHE”: Yéu cdu murc d6 bdo mét cao hon, doi hdi cdn phai trién khai céc
bién phap kiém soat va bao vé dbi véi dir liéu, tai liéu hodc thong tin c6 thé gay dnh huéng
nghiém trong trong truong hop xay ra sw ¢é an ninh;

e (3 -“STRATEGIC” Information: High level security requirements, requiring the highest level of
control and protective measures for data, documents or information having a critical impact on
business activities in the event of a security incident.

C3 — Théng tin “CHIEN LUQC”: Bay la loai théng tin co yéu céu bdo mat & murc cao nhét, doi
héi céc bién phap kiém soét va bdo vé nghiém ngét nhat déi voi dir liéu, tai liéu hoac thong tin
c6 thé anh huéng nghiém trong dén hoat dong kinh doanh néu xay ra sw cb an ninh

If data, documents or information such as IS security policies must be distributed to a Service Provider,
a distribution list, at the top of the document, must state all recipients external to the ALTEN Group.
Trong trirong hop cac div liéu, tai liéu hoac chéng han nhw Chinh séch vé bdo mat hé théng théng tin
can duoc chia sé véi Nha Cung Cép thi phai c6 danh séch phéan phbi & déu tai liéu, trong do liét ké ro
tat ca céc bén nhan bén ngoai Tap doan ALTEN.

All intended recipients shall undertake to respect the confidentiality and integrity of the data, documents
or information exchanged.

T4t cé cac bén nhan duw kién déu phadi cam két tén trong tinh bao méat va toan ven cua di liéu, tai liéu
hodc théng tin duoc trao doi.

9.12 BUSINESS CONTINUITY
TINH LIEN TUC CUA HOAT BDONG KINH DOANH

9.12.1 Continuity of Standard Activities
Duy tri cac hoat déng tiéu chuan

BCP1: Escalations in the event of disasters must be defined, controlled and shared between the Service
Provider and the ALTEN Group. A contact person must be identified to report the occurrence of a crisis.
BCP1: Quy trinh béo céo va xt ly trong truong hop xay ra thdm hoa phéi duwoc quy dinh ré rang, kiém
Soét chét ché va duoc chia sé gitta Nha Cung Cép va Tap doan ALTEN. Mét dau méi lién lac cu thé
can duoc chi dinh dé béo céo khi cé khing hodng xay ra.

BCP2: In the Security File (SAP), the Service provider shall outline the standard business continuity
provisions that exist and apply to the scope of the contract. Measures (physical and organisational)
must be put in place to meet the continuity requirements expressed by the ALTEN Group.

BCP2: Trong Thu muc Bdo méat (SAP), Nha Cung Cép phai trinh bay r6 rang céc bién phap béao dam
tinh lién tuc trong hoat dong kinh doanh hién tai va ap dung trong pham vi cua hop dbng. Péng thoi,
phai thiét 14p céc bién phap (vé mat vét ly va té chirc) nhdm dap umg yéu céu vé tinh lién tuc do Tap
doan ALTEN dua ra.

BCP3: All of the systems must provide for the regular outsourcing of its data, so that it can be recovered
in the case of a disaster.

BCP3: Toan bo hé théng can phéi dém bdo co ché sao lwu di liéu thuong xuyén ra bén ngoai nham
muc dich khéi phuc trong trirdng hop xay ra sy cé.

9.12.2 Continuity of activities hosted by the Service Provider
Dam bao tinh lién tuc cua cdc hoat déng lwu triv béi Nha Cung Cap

BCP4: Measures (physical and organisational) must be put in place to meet the continuity requirements
expressed by the ALTEN Group. These measures will be outlined in the Security File (SAP). o
BCP4: Cac bién phap (vé mat véat ly va té chirc) can phai duwgrc trién khai nham dap tng yéu cau vé
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tinh lién tuc do Tap doan ALTEN dé ra. Nhirng bién phap nay sé duoc dé cép chi tiét Thu muc bdo mét
(SAP).

BCP5: Data outsourced to assist in the event of disaster must be verified as part of regular controls.
BCP5: bé dam b{;’zo kha nang khéi phuc div ligu trong truong hop xay ra s co, di¥ liéu sao lweu bén ngoai
can phai dwoc kiém tra dinh ky nhwr mét phan trong quy trinh kiém soat thurong xuyén.

BCP6: All of the documentation related to business continuity must be reviewed regularly or during key
events to guarantee that its content is up-to-date and applicable in the event of disaster.

BCP6: Moi tai liéu lién quan dén duy tri hoat dong kinh doanh can phéi duoc kiém tra dinh ky hoac khi
co sw kién quan trong, nham dam bao ndi dung lubn dwgc cap nhét va co thé ap dung trong trurong
hop x3y ra sw cé.

BCP7: Persons involved in recovery plans must be regularly sensitised and trained in order to maintain
their level of knowledge and ensure the effectiveness of continuity plans.

BCP7: Nhiing cé nhan tham gia vao cac ké hoach khdc phuc can duoc ndng cao nhan thirc vao dao
tao dinh ky dé nham duy tri kién thirc chuyén mén va dam béo hiéu qué vé tinh lién tuc déi véi cac ké
hoach trién khai.

BCP8: Emergency drills must be carried out regularly and the report sent to the appropriate ALTEN
Group Manager.

BCPS8: Cac budi dién tap khan cap phai duoc t6 chirc thuong xuyén va bao céo két qua phai duoc g
toi Cap Quan ly phu trach theo ding thdm quyén ctua Tap doan ALTEN.

9.13 RETURN OF THE PROJECT
HOAN TRA DU AN

RET1: The Service Provider shall provide the necessary assistance during the migration period to
facilitate the transfer of hardware and software security means, and the resumption of the operation by
the ALTEN Group, or by another Service Provider.

RET1: Nha Cung Cap c6 tréch nhiém hé tro cén thiét trong giai doan chuyen dbi dé tao diéu kién thuan
loi cho viéc chuyén giao cac phuong tién bdo méat phan cting va phdn mém, va viéc tiép quan hoat
doat béi Tap doan ALTEN hodc Nha Cung Cép khéc.

RET2: During the transfer, the Service Provider undertakes to guarantee the security of the data and
applications entrusted to him, in accordance with his obligations.

RET2: Trong suét qua trinh chuyén giao, Nha Cung Cép can ddm bao tinh bdo mét cua diF liéu va céc
trng dung duworc giao phd, phu hop véi cac nghia vu ctia minh.

RET3: In the event of stoppage of the Services, all of the equipment, software and documents entrusted
to the Service Provider must be returned. The non-restitution of all or part of this property will be
considered and treated as a loss.

RET3: Trong truong hop dimg st dung Dich vu, toan céc thiét bi, phan mém va tai liéu da duoc giao
cho Nha Cung Cép phéi duoc hoan tra lai. Viéc khéng hoan tré toan bd hodc mét phan céc tai san sé
bi coi la tbn thét va sé duoc xi ly nhu mot sw cb mat mét tai san.

RET4: Partial restitution may be requested by the ALTEN Group, in the event of stoppage of a part of
the Services before the end of the contract. In this case, the Service Provider will be informed at least
one month before the end of the Service.

RET4: Tap doan ALTEN cé thé yéu céu hoan trd mét phan trong truong hop viéc ngiing st dung mot
phén Dich vu truéc thoi han két thuc hop déng. Trong triong hop nay, Nha Cung Cép sé duoc théng
bao it nhat mét théng trude thoi diém chdm dut Dich vu.

RET5: At the end of the contract, the Service Provider must transfer the information about the
operational and technical context of the applications set to the future Service Provider team, as well as
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the follow-up aspects of the project.

RETS5: Tai thoi diém két thic hop déng, Nha Cung Cép phai chuyén giao théng tin lién quan dén boi
cénh van hanh va ky thuét cda cac ung dung cho doi ngi ciia Nha Cung Cép ké nhiém, ciing nhw cac
khia canh lién quan dén viéc theo déi dw an.

9.14 AUDIT
KIEM TRA

AUD1: The Service Provider shall authorise the ALTEN Group to conduct security audits to verify that
the Service Provider is respecting his obligation to maintain the level of security required by the ALTEN
Group, particularly the proper application of the SAP. The Service Provider will be given at least thirty
(30) working days notice of an audit.

AUD1: Nha Cung Cép cho phép Téap doan ALTEN tién hanh céc cudc kiém tra an ninh nhdm danh gié
viéc tudn tha céc nghia vu lién quan dén duy tri mirc d6 bdo mat theo yéu clu cia Tap doan ALTEN,
déc biét la viéc &p dung day di Ké hoach Bam béo An ninh déi véi Nha Cung Cép. Tap doan ALTEN sé
théng béo cho Nha Cung Cép truéc it nhat ba muoi (30) ngay lam viéc truéc khi tién hanh kiém tra.

AUD2: The Service Provider shall authorise the ALTEN Group to conduct security audits to verify the
protection of ALTEN Group data, without notice. The frequency of these impromptu audits must be
established with the Service Provider when signing the contract.

AUD2: Nha Cung Cap cho phép Téap doan ALTEN tién hanh céac cubc kiém tra an ninh ma khéng cén
thdng bao trurdc nham xéac minh viéc béo vé dir liéu ctia Tap doan ALTEN. Tan suét thuc hién céc cudc
kiém tra nay phai duoc théng nhét tai thoi diém ky két hop déng véi Nha Cung Cép.

AUD3: Following the audit, the Service Provider must submit an action plan to the ALTEN Group for
approval, fifteen (15) days after the delivery of the audit report.

AUD3: Sau khi cudc kiém tra duoc thuc hién, Nha Cung Cép cé trach nhiém guii mét ké hoach hanh
déng cho Tap doan ALTEN xem xét va phé duyét, trong vong mudi ldm (15) ngay sau khi bao céo kiém
tra dwoc ban giao.

AUD4: Any discrepancies established in the audit report and, more generally, any non-compliance with
the ALTEN Group’s security requirements, must be regularised within a period agreed upon by both
parties. Delays may be subject to penalties.

AUD4: Bét ky sai léch nao duoc néu trong bao céo kiém tra, va néi chung la bat ky hanh vi khéng tuén
thu nao dbi véi cac yéu cau bdo mét cua Tap doan ALTEN, phai duoc khac phuc trong thoi han hai bén
thda thudn. Truong hop chadm tré c6 thé dan dén viéc 4p dung ché tai.

AUDS: The Service Provider must give the ALTEN Group the right to access all of the elements related
to the audit.

AUDS5: Nha Cung Cép phéi cung céap cho Téap doan ALTEN quyén truy cap vao tat ca cac tai liéu, thong
tin va yéu to lién quan dén hoat dong kiém ftra.

AUDG6: The Service Provider shall authorize the ALTEN Group to test or have tested the secure
measures implemented by the Service Provider.
AUDG6: Nha Cung Cép cho phép Tap doan ALTEN tién hanh kiém tra hodc cho phép kiém tra cac bién
phép bdo méat da duoc Nha Cung Cép trién khai.

AUDT: The vulnerabilities identified during security tests must be addressed through suitable measures
based on an action plan approved by the ALTEN Group and the security methods file will be updated
accordingly.

AUD7: Céc 16 héng da duroc xéac dinh trong qua trinh bdo mét phai duoc xi ly bang céc bién phép phu
hop duwa trén ké hoach hanh déng duroc Tap doan ALTEN phé duyét va thwr muc phuwong thirc bao méat
S€ duwge cép nhéat trong tng.

22/23



VMO

AN ALTEN COMPANY
ALTEN

10. ACCEPTANCE OF THE ALTEN GROUP’S SECURITY REQUIREMENTS/CHAP THUAN CAC YEU CAU BAO
MAT CUA TAP DOAN ALTEN

This document is an integral part of the General Terms and Conditions of Purchasing and applies to all
ALTEN Group Service Providers.

Tai liéu nay la mét phan khong thé tach roi coa Diéu Khoan va Piéu Kién Chung duoc ap dung véi tat
ca Nha Cung Céap cua Tép doan ALTEN.

The suppliers acknowledge and agree that the commencement of any commercial relationship with the
ALTEN Group automatically constitutes confirmation that they:

Viéc Nha Cung Cap xac nhén da hiéu r va nhén thirc rang viéc bat dau béat ky méi quan hé thuong mai
nao v&i Tap doan ALTEN dwoc hiéu cau thanh sw xac nhédn cua Nha Cung Cap:

e Have taken note of the ALTEN Group’s Security Requirements;
Pa doc va ndm ré cac Yéu Cau Bdo Méat cta Tap doan ALTEN:

e Commit to strictly complying with all of its provisions, and acknowledge that any breach may result in
the termination of commercial relations;
Cam két tuan thi nghiém ngét toan bd quy dinh trong Yéu Cau Bdo Mét nay va thira nhan réng moi
vi pham cé thé dan dén viéc chdm dut quan hé thuong mai;

e Commit to ensuring that all of its provisions are strictly complied with by any subcontractors and
suppliers they may use.
Cam két dam bao tat ca céac quy dinh nay ciing duoc tuédn thi nghiém ngét béi bat ctr nha thau phu
va nha cung cép nao ma Nha Cung Cép st dung.
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